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Digital Citizenship Program (including Internet Safety) 

 
 

 
Overview 
 
The Internet offers students limitless opportunities to obtain information and educational 
resources to improve teaching and learning through research, collaboration, dissemination, and 
use of materials and resources. Unfortunately, the Internet also harbors inappropriate content 
and provides opportunities for interaction with people with malicious intent. Educating students 
to protect themselves while online and providing as safe an environment as possible through 
technological means is key to ensuring that the benefits outweigh the disadvantages. 
 
In 2006, the Virginia General Assembly amended Section § 22.1-70.2 of the Code of Virginia to 
require that Virginia public school systems integrate Internet safety into their instructional 
programs and their acceptable use policies. Manassas City Public Schools (MCPS) has included 
Internet safety into the elementary, intermediate, middle, and high school curriculums to promote 
education and awareness while becoming digital citizens. These programs focus on online 
safety and security, interacting with other individuals on social networking websites and in chat 
rooms, cyberbullying awareness and response, and utilizing the Internet as an educational 
resource. 
 
Through a multi-tiered approach which includes educating students and staff on the dangers of 
the Internet, electronically controlling access to undesirable web sites through filtering, and 
supervision of student use of computing devices, MCPS strives to provide a safe and secure 
online experience. 
 
 
Scope 
 
The scope of this program includes the integration of digital citizenship (including Internet safety) 
into the Manassas City Public Schools K-12 curriculum and instruction. 



 

 

What Students Need to Know: 
 
1. The Internet is a powerful tool that should be used wisely. 

a. The Internet allows students access to a vast library of previously unavailable 
resources.  

b. The Internet enables students to communicate with people around the world.  

c. The Internet provides a creative outlet for students skilled in writing, art, music, science, 
mathematics, and other topics. 

 
2. Students need to know that not all Internet information is valid or appropriate. 

a. Sexually explicit material or violent images can affect students negatively. 

b. Sexual predators will try to convince students to trust them. 

c. Internet information may promote negative attitudes, such as hate or intolerance, and 
dangerous or illegal activities, such as self-injuring behavior, gambling, and illegal drug 
use. 

 
3. Students should be taught specifically how to maximize the Internet’s potential while 

protecting themselves from potential abuse.  
a. The critical-thinking skills students learn in the classroom, library, and lab should be 

applied to Internet resources and Web searching.  

b. Students need to know what to do and who to ask for help when they encounter a 
person or site on the Internet that is offensive or threatening to them.  

c. Students and adults are required by law to report illegal Internet communications and 
activities to Internet Service Providers and local law enforcement authorities. 

 
4. Internet messages and the people who send them are not always what or who they 

seem. 
a. People in chat rooms, instant message “buddies,” or those who visit a blog or wiki may 

not be who they appear to be. Students should learn to recognize when someone is 
potentially dangerous. 

b. Students need to realize when an Internet encounter may be questionable and how to 
protect themselves when this occurs.  

c. E-mail can cause malicious code- infection problems for a computer or network. 
Students should not open e-mail or attachments from unknown sources.  

d. Students need to know which information is safe to share with others online, which 
should never be shared, and why sharing it could put them at risk.  

e. Students never should reveal online any information about where they live or attend 
school. 

f. Students need to be aware their electronic messages, even those with known friends, 
can leave electronic footprints that can be misused by others. 

 
 



 

 

 
5. Predators and cyberbullies anonymously use the Internet to manipulate students. 

Students must learn how to avoid dangerous situations and get adult help. 
a. Sexual predators deceive students by pretending to be students themselves. They 

sometimes lure young people into a false sense of security or blind trust and try to 
alienate them from their families. Students need to learn about these types of 
psychological ploys and how to get immediate adult help. 

b. Bullies use Internet tools, such as instant messaging and the Web, to harass or spread 
false rumors about students. Students need to know how to seek proper help in these 
potentially dangerous situations. 

c. Students need to know that posting personal information and pictures can allow 
predators to contact and begin grooming them for illegal meetings and actions. Personal 
photos can be easily misused or altered when posted on the Internet. 

 
6. Internet activities, such as playing games and downloading music or video files, can 

be enjoyable. Students need to know which activities are safe and legal. 
a. Gaming sites can attract sexual predators and/or cyberbullies.  

b. Some games may contain pornographic and/or violent images. Students need to talk 
with parents about what is acceptable.  

c. Students need to know how to detect whether a specific file download is legal and/or 
free of malicious code. 



 

 

Roles and Responsibilities: 

Role Responsibility 

School Board 
 

 Understand that the Internet is constantly changing 

 Understand the educational advantages of the Internet 

 Stay up-to-date on vulnerabilities and legal issues related to 
the Internet and school responsibilities 

 Ensure that policies and procedures are in place for crisis 
management 

 Ensure communication with and among stakeholders for safety 
and security policies to be effective 

Administrators 
 

 Have completed MCPS Internet Safety Certification on file 

 Enforce AUP and respond to any cyberbullying claims 

 Guide the implementation process of the Digital Citizenship 
(including Internet Safety) program 

 Understand that the Internet is constantly changing 

 Ensure that policies and procedures for crisis management are 
in place 

 Ensure that parents and students are aware of potential 
dangers 

 Make sure staff is monitoring students and covering Digital 
Citizenship curriculum which includes Internet Safety 

 Know how to check a computer’s Internet history 

 Ensure implementation of Internet Safety Tips 

 Ensure that Internet use is age appropriate 

Teachers (As 
mandated by the 
Virginia General 
Assembly, ALL K-
12 teachers are 
required to 
integrate Internet 
Safety into their 
curriculum) 
 

 Have completed MCPS Internet Safety Certification on file 

 Explore becoming Digital Citizenship and Graphite Certified 
Educators 

 Enforce AUP and respond to any cyberbullying claims 

 Be aware of inherent Internet dangers 

 Monitor student Internet use 

 Report AUP violations to administrators 

 Integrate Digital Citizenship (including Internet Safety) into 
curriculum 

 Be familiar with and monitor copyright and ethics violations 

 Monitor students' use of the Internet by consistently circulating 
around the classroom 

 Know how to check a students' Internet history  

 Integrate Internet Safety Tips into daily instruction 

 Ensure that Internet use is age appropriate 

Instructional 
Technology 
Training Specialists 
 

 Have completed MCPS Internet Safety Certification on file 

 Coordinate Digital Citizenship (including Internet Safety) 
program for all stakeholders 

 Becoming Digital Citizenship and Graphite Certified Educators 

 Enforce AUP and respond to any cyberbullying claims 



 

 

 Ensure staff completes MCPS Internet Safety Certification  

 Provide introductory Digital Citizenship (including Internet 
Safety) training for staff 

 Collaborate with teachers on proper monitoring of students and 
inherent danger awareness 

 Provide resources to teachers and other stakeholders on 
Digital Citizenship (including Internet Safety) and Internet 
Safety Tips for daily instruction 

 Ensure that Internet use is age appropriate 

Library Media 
Specialists 
 

 Have completed MCPS Internet Safety Certification on file 

 Be aware of inherent Internet dangers 

 Be familiar with and report all claims of cyberbullying 

 Reinforce Digital Citizenship (including Internet Safety) during 
library orientations 

 Monitor student Internet use in the library 

 Train teachers and students and offer resources on copyright  

 Ensure that Internet use is age appropriate 

Computer Lab 
Teachers / 
Instructional 
Assistants 
 

 Have completed MCPS Internet Safety Certification on file 

 Become Digital Citizenship and Graphite Certified Educators 

 Be aware of inherent Internet dangers 

 Be familiar with and report all claims of cyberbullying 

 Reinforce Digital Citizenship (including Internet Safety) during 
Computer Lab instruction 

 Play a key role in conveying information to students and staff 
regarding Digital Citizenship including: cyberbullying, Internet 
predation, legal ramifications of online behavior and general 
advice regarding safe models for Internet behavior  

 Know how to check a students' Internet history 

 Integrate Digital Citizenship (including Internet Safety) into 
curriculum 

 Be familiar with and monitor copyright and ethics violations 

 Monitor students' use of the Internet by consistently circulating 
around the classroom 

 Ensure that Internet use is age appropriate 

School Resource 
Officers 
 

 Have completed MCPS Internet Safety Certification on file 

 Respond to violations of AUP that involve illegal acts 

 Play a key role in conveying information to students and staff 
regarding Digital Citizenship including: inherent dangers, 
cyberbullying, Internet predators, legal ramifications of online 
behavior and general advice regarding safe models for Internet 
behavior  

 Be familiar with and monitor Internet Safety allegations 

 Ensure that Internet use is age appropriate 

School Counselors 
 

 Have completed MCPS Internet Safety Certification on file 

 Be aware of inherent Internet dangers 



 

 

 Be familiar with and report all claims of cyberbullying 

 Speak to students about the potential risks on the Internet and 
how to handle those situations properly  

 Know how to check a student's Internet history and support 
parents in monitoring a student's computer use  

 Inform parents and students about relevant MCPS technology 
regulations (AUP, the technology portion of the student code of 
conduct, specific school guidelines, privacy regulations)  

 Offer additional resources to students on Digital Citizenship 
including Internet Safety and cyberbullying 

 Ensure that Internet use is age appropriate 

Technology 
Specialists - in 
each building 
 

 Have completed MCPS Internet Safety Certification on file 

 Monitor network and Internet at administrator’s direction 

 Report any known AUP violations to administration 

 Work with administration to block known harmful sites beyond 
the applied filter 

 Ensure that Internet use is age appropriate 

Instructional and 
Information 
Technology - 
Central Office 
 

 Have completed MCPS Internet Safety Certification on file 

 Maintain filtering technology for all Internet traffic 

 Provide training as necessary to administrators and technical 
staff  

 Ensure that Internet use is age appropriate 

 Serve as a liaison between VDOE and the division  

Students 
 

 Abide by the Acceptable Use Agreement and the Student Code 
of Conduct 

 Report AUP violations by other students to the administration 

 Report instances of cyberbullying to the administration 

 Learn and understand the dangers of the Internet, strive to be 
safe when online, and know when to get adult help 

 Know that not all Internet information is valid or appropriate 

 Understand that Internet message and the people who send 
them are not always what or who they seem 

 Know which activities (games, downloading music or video 
files) are safe and legal 

Parents, 
Grandparents, and 
Caregivers 
 

 Understand that the Internet is a valuable learning, 
communication, and entertainment provider. 

 Understand the potential Internet dangers and discuss with 
their children. 

 Provide protection for their children while utilizing Digital 
Citizenship (including Internet Safety) resources provided by 
division 

 Monitor their child’s Internet use 

 
* Roles and responsibilities will be reviewed in May of each school year for any needed 
adjustments. 



 

 

Filtering and Monitoring Procedures: 
 
All Internet-bound network traffic is routed through the Division’s content filtering systems, which 
is examined in real-time. The systems provide the ability to control student and staff access to 
undesired and/or dangerous web sites. Web sites are categorized by the vendor based upon the 
site’s content and categories may be blocked or allowed according to MCPS standards. 
Subscription services provide for automatic category updates on a daily basis. In addition, the 
Department of Information Technology has the ability to modify the categorization level of the 
vendor on a site-by-site basis as well as whitelist web sites that are instructionally beneficial 
through a structured process. Reports are available to detail Internet usage on a per-user level. 
 
MCPS employs firewall and intrusion detection hardware and software to protect perimeter 
resources through policy management and proactive network monitoring. Moreover, controlled 
Virtual Private Networks (VPNs) have been established for necessary contracted support 
services, as well as strict remote access governance. By default, all network ports are closed 
coming into the Division with rules implemented for those services necessary for the course of 
business. Likewise, outbound rules are in place in order to protect MCPS stakeholders and 
resources. All network traffic is logged and reviewed on a weekly basis by the Department of 
Information Technology, as well as any networking anomalies investigated in real-time. 
 
 
Data and Network Security: 
 
Data and networking security is the responsibility of the Department of Information Technology. 
Mechanisms are in place to control access by students and staff to those network resources 
required for the instruction and learning process and/or to perform job duties. The MCPS network 
utilizes Virtual LAN’s (VLANs) to secure traffic and limit access and is monitored continuously 
by industry-standard data center tools. Additionally, best practices are in place to back up data 
according to schedules and retain data in accordance with retention schedules. 
 
 
Procedures to Address Breach of Security and/or Safety: 
 
All minor security and safety breaches are handled at the school level by school staff and 
administrators. Minor breaches might include students accessing inappropriate websites or 
teachers not logging off the computer and giving students access to their network accounts.  
These breaches are dealt with by using the guidelines in our AUP and Student Code of Conduct. 
 
All major security and safety breaches are handled at the district level by the Department of 
Information Technology and the Executive Director of Student Services in conjunction with the 
district Superintendent.  Major breaches are those that might include loss of service or loss of 
data.  If the breach violates local, state or federal laws, then outside agencies are sought out for 
help. 
   
Documentation of any such incident is kept by the Department of Information Technology.  If 
student discipline is involved, documentation is kept at the school level as well.  If staff discipline 
is involved, documentation is kept by the Human Resources Department. 



 

 

 



 

 

Professional Development/Informational/Outreach Programs: 
 
It is the goal of Manassas City Public Schools to provide training for all staff members, 
students, parents, guardians and community members that will emphasize the importance of 
Digital Citizenship (including Internet Safety).   

  
Instructional Technology Training Specialists will:  
(For teachers) 

 Provide introductory Digital Citizenship training for general content knowledge 
Monitor and assist with MCPS Internet Safety Certification 

 Provide broadcast/daily tips to be discussed in the classroom 

 Provide training detailing the specifics of the Acceptable Use Agreement  

 Post Digital Citizenship resources on individual school web pages and in newsletters. 
 
PTA/PTO, FBLA, ITTS, Library Media Specialists, SRO’s and teachers will: 
(For students) 

 Provide Internet Safety assemblies 

 Organize and run poster contests 

 Provide broadcast/daily tips, which will then be discussed in the classroom 

 Conduct grade appropriate Digital Citizenship surveys 

 Review availability of Digital Citizenship resources on individual school web pages and 
in newsletters 

 Provide continuous reinforcement about Digital Citizenship (including Internet Safety), 
across the curriculum 

 
PTA/PTO, Administrators, FBLA, ITTS, Library Media Specialists, SRO’s and teachers will:  
(For Parents/Community) 

 Provide opportunities for attendance at Internet Safety assemblies 

 Provide ongoing access to broadcast/daily tips 

 Provide PTA programs which will be facilitated by a School Resource Officer and FBLA 
Mentors 

 Provide additional Digital Citizenship resources on school and division web pages and 
in school newsletters – coordinated through Instructional Technology Training Specialist  

 



 

 

Evaluation: 
 
The Supervisor of Instructional Technology and Innovation is the primary source of contact and 
coordinates all division plans and programs related to Digital Citizenship (including Internet 
safety).  
 
In May of each year the Supervisor of Instructional Technology and Innovation, with the 
assistance of the building-level technology advisory committees, Library Media Specialists, and 
School Resource Officers, will conduct an annual evaluation of the Digital Citizenship (including 
Internet Safety) program. This annual evaluation will be accomplished in conjunction with the 
review of the Division’s technology plan and AUP. 
 
Evaluation will cover, but not be limited to: 

 Review of roles and responsibilities of individuals as related to the program 

 Review data for security violations and how to prevent further breaches 

 Review number of Acceptable Use Agreement violations for both students and staff 

 Review comments from all stakeholders and analyze survey results to determine 
program changes that need to be made 

 Review VDOE guidelines and state legislation as they relate to the MCPS program 
 
 



 

 

Digital Citizenship (including Internet Safety) Program Implementation: 
 
March 2016 – Completed evaluation of past Internet Safety program 
 
April 2016 – Informal subcommittees of various stakeholders worked on Digital Citizenship Program 
planning, additional supporting materials will be evaluated and included through implementation  
 
May/June 2016 – School Board evaluation / approval of Manassas City Public Schools Educational 
Technology Plan: FY 2017- 2018 which includes the Digital Citizenship (including Internet Safety) 
Program 
 
July 2016 – Instructional Technology Specialists begin planning for the Digital Citizenship (Including 
Internet Safety) Program training  
 
August 2016 – Digital Citizenship (including Internet Safety) and Acceptable Use Agreement previewed 
for all students and staff 
 
September 2016 – Digital Citizenship (including Internet Safety) Program will be incorporated into K-12 
curriculum.  This process begins with training of Computer Lab Teachers/Instructional Assistants, and 
other key building stakeholders that will assist with driving instruction.  This implementation will be 
tracked and evaluated on a monthly basis by the Supervisor of Instructional Technology and 
Innovation. 
 
October 2016 – All Instructional Technology Training Specialists begin process of becoming Digital 
Citizenship and Graphite Certified Educators then begin working with Computer Lab 
Teachers/Instructional Assistants on becoming Digital Citizenship and Graphite Certified Educators  
 
December 2016 - All Instructional Technology Training Specialists and Computer Lab 
Teachers/Instructional Assistants finalize process of becoming Digital Citizenship and Graphite 
Certified Educators 
 
January 2017 – Building teachers will preview process of becoming Digital Citizenship and Graphite 
Certified Educators  
 
February thru April 2017 – Volunteer teachers will go through the process of becoming Digital 
Citizenship and Graphite Certified Educators 
 
May 2017 – Evaluation of the Digital Citizenship (including Internet Safety) Program and make 
adjustments 
 
June 2017 – Supervisor of Instructional Technology and Innovation will provide building administration 
information on their building becoming a Digital Citizenship Certified School 
* begin planning for buildings that are interested 
 
July 2017 – Supervisor of Instructional Technology and Innovation will provide district administration 
information on MCPS becoming a Digital Citizenship Certified District 



 

 

Digital Citizenship Alignment to Virginia Internet Safety Guidelines 
 

 

Grade VDOE Internet 
Safety Guidelines  
* What Students Need to 

Know 

International 
Society for 

Technology in 
Education (ISTE) 

for Students 

Common Sense 
EducationTM Digital 

Citizenship Modules 

K - 2 1a, 1b, 2c, 3a 3a, 3b, 5a, 5b, 6a Going Places Safely  
 1a, 3a 3a, 3b, 5a, 5b, 6a A – B – C Searching 
 1b, 3b 1a, 1b, 5a, 5d, 6a Keep It Private 
 1c 1a, 1b, 2b, 3b, 

3d, 4c, 5a-d, 6a-
b 

My Creative Work 

 1b 6a Sending Email 
 1a, 2c, 3b, 3c 1a, 4a, 4d, 5a-c, 

6a, 6b 
Staying Safe Online 

 1a 1a, 1d, 2d, 3d, 
4a-c 

Follow the Digital Trail 

 2c 2a, 5a, 5d Screen Out the Mean 
 1c, 3a 3a-d, 4a-c, 6a Using Keywords 
 1a, 1c, 2c 3a-d, 4c, 5a, 5b Sites I Like 
 3a 2b, 5a, 5b Powerful Passwords 
 1b, 4d 5b, 6a My Online Community 
 1a 1b, 1c, 3a-d, 4c, 

5a 
Things for Sale 

 2c 5a, 5d Show Respect Online 
 1c, 4c, 4f 2b, 5a, 5b, 5d Writing Good Emails 

  
3 - 5 1a, 2c 3a, 3b, 5a, 5b, 6a Rings of Responsibility 

 1a, 1b, 3b, 4a 1b, 5a, 5b Private and Personal 
Information  

 1c, 2c, 3a 2b, 5a, 5d The Power of Words 
 3a 3b, 3c, 3d The Key to Keywords 
 1c 5a, 5b Whose Is It, Anyway? 
 3a 2a, 2b, 3b, 5a, 5b Strong Passwords 
 3b 1a, 1b, 2a, 2b, 

2d, 3a-d, 4a-c, 
5a-d, 6a, 6b, 6d 

Digital Citizenship 
Pledge 

 6a-c 2b, 5a, 5b You’ve Won a Prize! 
 1a, 1c 3b, 3c, 3d How to Cite a Site 
 2c, 4d, 6c 1a-c, 2a-b, 2d, 

3a-d, 4a-d, 5a-d, 
6a-b, 6d 

Picture Perfect 

 1c, 3b, 3c, 4a-f 2b, 5a Talking Safely Online 



 

 

 1a, 1b, 1c 1a, 1b, 2a, 2b, 
2d, 3b-d, 4b, 4c, 
5a-d, 6a, 6b, 6d 

Super Digital 
Citizenship 

 5c 3c, 3d, 5a-c Privacy Rules 
 5a-c 2a, 2b, 5a, 5d What’s Cyberbullying? 
 4a, 4b 1a-d, 2a-b, 2d, 

3a-d, 4a-d, 5a-d, 
6a-b, 6d 

Selling Stereotypes 

  
6 - 8 1 - 6 1a, 1b, 2a, 5a, 5b Digital Life 101 

 2a, 2c 3a-d, 4b, 4c, 6b Strategic Searching 
 3c, 4a-f 1a-c, 2a, 2d, 4a, 

4d, 5a, 6a 
Scams & Schemes 

 3b 2a, 2b, 5a, 5d Cyberbullying: Be 
Upstanding 

 1c, 3a 1a, 1b, 3a, 3c, 
5a-c 

A Creator’s Rights 

 1c, 3a 1a, 1b, 2b, 4a-c, 
5b, 5c 

My Media 

 1c, 3a 1a-c, 2a, 2d, 5a-c A Creator’s 
Responsibilities 

 1b, 3b, 3c, 4a-f 2a, 2b, 5a, 5b Safe Online Talk 
 4a-f 1a, 1b, 4a, 4c, 

4d, 5a 
Which Me Should I 
Be? 

 5a-c 1a-d, 2a-b, 2d, 
3a-c, 4a-b, 4d, 
5a-d, 6a-c 

Gender Stereotypes 
Online 

 1c, 3b 1a-c, 2a-d Trillion Dollar Footprint 
 1a 3b, 3c, 3d, 4c Identifying High 

Quality Sites 
 6a-c 1a-d, 2a-b, 2d, 

3a-d, 4a-d, 5a-d, 
6a-b, 6d 

Reality of Digital 
Drama 

 5a-c 2a, 2b, 5a, 5d Cyberbullying: 
Crossing the Line 

 3a 1a, 1b, 2a, 4a, 
5a-c 

Rework, Reuse, 
Remix 

  

9 - 12 1 - 6 1a, 1d, 2a, 2d, 
3b, 3d, 4a-c, 5a, 
5b 

Digital Life 102 

 1a, 3b 1a, 1b, 2a, 2b, 
3a-c 

Oops! I Broadcast it on 
the Internet 

 1c, 3a, 6a-c 1c, 1d, 2a, 2d, 
3a, 3d, 4a, 4c, 
5a, 5c, 5d 

Copyrights and 
Wrongs 



 

 

 3b 1a, 1d, 2a, 3a-c, 
4a, 4c-d, 5a-d, 
6a-b, 6d 

Feeling On Display 

 5a-c 1a, 1d, 2a, 2d, 
3b, 3d, 4a, 4b, 
4d, 5a, 5b 

Turn Down the Dial on 
Cyberbullying and 
Online Cruelty 

 4a-f 1a, 1d, 2a, 2d, 
3b, 3d, 4a-c, 5a, 
5b 

My Online Code 

 1c 1a-d, 2a, 2d, 3a, 
3b, 4a, 4b, 4d, 
5a-c 

Who Are You Online? 

 1a, 1b 1a-d, 2a, 2d, 3a-
d, 4a-c, 5a-d 

Building Community 
Online 

 2a, 5a-c 1a, 1b, 2a, 2d, 
4a, 4b, 4d, 5a-c 

Overexposed: Sexting 
and Relationships 

 3a-c,  4a-f 1c, 1d, 2a, 2d, 
3a, 3b, 3d, 4a, 
4c, 5a-d 

Rights, Remixes, and 
Respect 

 5a-c,  1b, 2a, 2d, 3b, 
4a, 4b, 4d, 5a-c 

Taking Perspectives 
on Cyberbullying 

 4a-f 5a, 6a What’s the Big Deal 
about Internet 
Privacy? 

 1c, 3a, 6a-c 1a-c, 2a-b, 2d, 
3a-d, 4a-d, 5a-d, 
6a-b, 6d 

Becoming a Web 
Celeb 

 4f 1d, 2a, 2d, 3b, 
3d, 4a-c, 5a-c 

College Bound 

 1a, 3b, 3c 1a-c, 2a, 2d, 3a, 
4a, 4b, 4d, 5a, 5b 

Private Today, Public 
Tomorrow 

 3b, 3c 1a, 1c, 1d, 2a, 
2d, 3b, 3d, 4a, 
4c, 4d, 5a, 5b, 6a 

Does it Matter Who 
Has Your Data? 

 4a-f, 5a-c 1a-c, 2a, 2b, 2d, 
3b, 3d, 4a-d, 5a-
d 

Breaking Down Hate 
Speech 

 1c, 3a 1a, 1c, 1d, 2a, 
3d, 4d, 5b, 6a 

Retouching Reality 

 1c, 3a 1a, 1c, 1d, 2a, 
2d, 3b, 3d, 4a, 
4c, 5b, 6a 

Collective Intelligence  

 

 



 

 

Internet Safety Tips for Daily Instruction: 
 

Each classroom teacher is responsible for discussing and incorporating the Internet Safety Tips 
for Daily Instruction, emphasizing them during lessons and activities across the curriculum. 
These tips will be part of each school’s daily broadcast. They may be altered as deemed 
necessary by the age of the students. For additional help on effective ways to integrate Digital 
Citizenship (including Internet Safety), contact your building ITTS and / or the Supervisor of 
Instructional Technology and Innovation. 
 
INTELLECTUAL PROPERTY/RESEARCH: 
 
1. Choose search engines carefully. Some are specifically designed for kids, and others offer 

kid-safe options. For a safe and efficient search, use the search engine suggested by your 
Library Media Specialist. It will help you find reliable sources of information and distinguish 
fact from fiction. 

2. When engaged in any online activity and you come across material that makes you feel 
scared, uncomfortable, or confused, immediately tell an adult. 

3. It is illegal to share copyrighted materials without permission. Just because something is 
available online doesn’t mean it is legal to copy, download, or use. ‘If in doubt, always ask 
permission from the author.’ 

4. If you would like to copy something on a website, be sure that you follow proper procedures 
for using, downloading, redistributing, or reproducing.  Most websites have a section that 
explains how you are allowed to use information from the site. 

5. Be careful not to download files without permission. Users often do not know what they 
have downloaded until it’s on their computers. Some files may contain harmful viruses or 
may affect the running of other programs on the computer. It is against MCPS regulations 
to download files at school. 

6. When you illegally download, reproduce, or redistribute information, you risk legal action. 
Penalties may range from warnings and/or costly fines to jail time. 

7. If downloading music without permission—whether it is one song or a hundred songs—you 
are violating copyright laws and run the risk of being sued. The Recording Industry 
Association of America led over 3,000 lawsuits against individuals since May 2004, 
resulting up to a $150,000 fine per copyrighted song. 

8. Anyone can post anything on the Internet. Just because it is online does not mean it is true. 
Make sure it’s true by following these tips: 
a. Can you find the information on another trusted website or research database? 
b. Does the website provide contact information and include an email address, phone              

number, and mailing address? 
c. Does the website list the author’s credentials? 
d. Are there links to other reputable websites?  Honest websites aren’t afraid to link to                 

other websites. 
e. Did you know that websites in the educational domain (.edu) or news and nonprofit 

organizations (.org) are more likely to be honest? 



 

 

9. Make sure you are using an updated website when conducting research. A medical website 
posting outdated medical information could be potentially harmful.  Check to see when the 
page was last updated and make sure all the links are working. 

10. Some websites may be biased such as those with advertising and banners, as they may be 
part of a hidden agenda. 

11. When researching a topic that is controversial, look for informational websites with a fair 
and balanced point of view. 

12. If you are looking for a specific website and do not know the exact URL, use the search 
engine. Do not type an unknown web address in the URL window. 

13. By sharing files with others, you could unknowingly end up downloading and distributing 
harmful viruses. Make sure your anti-virus program is up-to-date at home. 

14. Carefully check out file-sharing services.  Make sure the services are not offering 
copyrighted material without the permission of the author or artist. Also check to make sure 
the sites do not offer inappropriate material. 

15. Avoid copying and pasting web page text directly into your document with the intentions of 
later changing or using portions of the text. Copying and pasting text directly into your 
document from a website without changing or citing as a direct quote is plagiarism. Take 
notes in your own words!! 

16. Always cite your online sources. 

17. Take good notes when conducting online research. Write down the name of the author, title 
of the website, organization name, URL of the website you are using, and date you 
retrieved the information. 

 
CYBER SECURITY - PASSWORD PROTECTION: 
 
18. Don’t use passwords that are based on personal information that can be easily accessed or 

guessed. Avoid using the numbers in your birthday, social security number, phone number, 
or address. 

19. Don’t give out your password. 

20. Don’t use words that can be found in the dictionary of any language as your password. 
Hackers use special programs that crack passwords by scanning the dictionary. Instead, 
use a combination of letters, numbers, and special characters. 

21. Develop a mnemonic or memory system for remembering complex passwords. For 
example use “Iltwfb” for I like to watch football. 

22. Consider using different passwords for different types of accounts, and make sure you 
keep your password list in a safe place. Don’t check the “remember my password” option 
when you are using a public computer. 

 
CYBER SECURITY - GENERAL TIPS: 
 
23. Set your browser security to high.  If this setting causes a website not to work properly, you 

can designate a Web site as trusted which will allow the site to work correctly under the 



 

 

High security setting. All of these controls can be set using Internet Options from the Tools 
menu. 

24. Avoid pop-up windows that contain advertisements or offensive content by turning on your 
pop-up blocker. This prevents small additional windows from opening when you visit Web 
pages and can be turned on or off as needed.  Pop-up windows often contain viruses and 
spyware.  It’s important that you close the windows to avoid installing any of this on your 
computer. 

25. Make sure you understand and are comfortable with the terms of the agreement before 
accepting an end-user license agreement when installing software programs at home. 

26. It’s not always safe to send personal information or make purchases over the Internet. 
These actions should not be done without parental permission.  Make sure the site 
encrypts your transactions. Encryption prevents the attackers from being able to view the 
information. 

27. If your computer is left connected to the Internet or if you operate on a wireless network 
that never shuts down, be sure you have firewall software for protection. 

28. Remember to log off the Internet when you leave your computer. 

29. Never share your user id with anyone except trusted adults. 

30. Be sure to tell a trusted adult when someone on the Internet tries to contact you or makes 
you feel uncomfortable. 

 
CYBER SECURITY - VIRUSES AND THREATS: 
 
31. Viruses are types of malicious codes that require you to actually do something before it 

infects your computer. This action could be opening an e-mail attachment or going to a 
particular web page. Always look out for suspicious e-mail and don’t open e-mail from 
someone you don’t know. 

32. Worms are also types of malicious code that infect your computer without the user having 
to do anything. Worms typically start by attacking a software flaw. Once the computer has 
been infected, the worm will attempt to find and infect other computers via e-mail, websites, 
or network-based software. Always keep your anti-virus software up to date and keep up 
with latest patches for your operating system at home. 

33. Some programs claim to be one thing while in fact doing something different. For example, 
a program that claims it will speed up your computer may actually be sending confidential 
information to a remote intruder. Make sure you investigate the reputation of the program 
before downloading or installing it on your computer at home. 

34. Never visit or use sites or networks that allow users to illegally download music or movies.  
By installing unauthorized copies of software applications, many “attackers” take advantage 
of this to spread viruses. 

35. At home reduce the chances of getting infected by viruses by using anti-spyware tools or 
software programs that identify and remove spyware, a common source of viruses. 
Regularly scan your computer for spyware. 



 

 

36. Firewalls prevent some types of virus infections by blocking malicious traffic before it can 
enter your computer. Trying to get around firewalls at school violates your AUP agreement. 
Remember that firewalls are there for your protection. 

37. Anti-virus software and firewalls are important elements to protecting your information, 
however, neither of these are fool proof. Combining these safe-guarding technologies with 
good safety habits is the best way to reduce your risk. 

38. If your home computer should become infected with a virus, change your passwords as 
your original passwords may have been compromised during the infection. Make sure your 
new passwords are difficult for attackers to guess. 

39. Always back up your work to your web folder, CDs, DVDs, flash drives, and other storage 
media in case of a virus infection that may delete or compromise your data stored on the 
computer’s hard drive. 

 
ONLINE PERSONAL SAFETY - E-MAIL: 
 
40. If it sounds too good to be true, it probably is. Beware of e-mails that promise fantastic 

rewards or money. There are no wealthy strangers willing to send you money or gifts. 
These messages are most likely spam, hoaxes, or phishing schemes. 

41. Don’t advertise that you are away from your home. Some e-mail accounts offer 
autoresponder features that automatically send messages to anyone who e-mails you for a 
designated period of time. 

42. Supplying your e-mail address to various websites and online organizations may increase 
the amount of spam you receive. Check out their privacy policy before you give out your 
address and any personal information. 

43. Don’t open any attachments from anyone unless they are run through an anti-virus 
program. 

44. Don’t reply to spam, harassing, or offensive e-mail or forward chain e-mail letters. 

45. Do not forward chain e-mail communications. No chain e-mails are legitimate. Chain e-
mails cannot bring you fortune or cause bad luck, they will not make you rich, and you will 
never get that free trip. 

46. Phishing is an online scam used to commit identity theft. A fraudulent, but official-looking e-
mail is sent to a user in an attempt to con that user into divulging personal and/or private 
information, which is then used for identity theft. Don’t get caught! 

47. Make sure that you are using the most up-to-date Internet browser software. More recent 
versions often offer enhanced security protection. 

48. If you receive an email from someone you don’t know, delete it. 

49. Always work on the principle that your email could wind up on the front page of a 
newspaper. Some people have a habit of forwarding (without permission) emails to other 
friends and before you know it your personal views could be in the hands of thousands. 



 

 

50. Think carefully about what you include in your subject line. If you use ‘Hi’, ‘Good news’ or 
‘Check this out’, you can almost guarantee a large number of your messages will be 
marked as spam. 

51. Always log off when finished with your e-mail communication. It's quick, easy and may save 
your account from unwanted trespassers. 

52. Look closely at subject lines in e-mail messages. Spammers fake subject lines so they look 
like they are from friends. Some examples might be “Re: your mail”, “How are you?”, 
“Check this out”, and “Thinking of You”.  

53. Avoid opening any e-mail attachments with the extensions .exe, .vbs, .shs., .pif, .scr, and 
double extensions. Delete any questionable e-mail before you open any attachments. 

54. Spammers fake e-mail addresses from legitimate companies and place big warning 
messages in the subject line. They also do whatever they can to make the website or email 
look real. 

55. Be careful how you word your e-mail messages and avoid giving specific details about your 
personal information. 

 
ONLINE PERSONAL SAFETY - SOCIAL NETWORKING: 
 
56. When using social networking sites such as Facebook, set your profile to private so only 

those on your contact lists are able to view them. Public posting of profiles places your 
personal information for anyone to see and could put you at risk from those who wish to 
take advantage of such information. 

57. Choose gender-neutral screen names or nicknames — such as your initials or a word. 
Make sure the name doesn’t include information revealing your identity or location. 

58. Use the privacy settings on social networking sites to restrict access to your “spaces” or 
blogs to only people you know. 

59. Never give out personal information or arrange to meet someone in person whom you’ve 
met online without first checking with your parents. 

60. If you receive an IM from someone you don’t know, block the sender. Only IM people you 
know in person and whom your parents have approved. It is not a contest to see who has 
the greatest number of contacts.  Don’t add new members to your lists unless you know 
who they are or you ask a parent. 

61. Think before typing, “Is this message hurtful or rude?” What you post online stays online - 
forever! So thinkb4uClick! Don't do or say anything online you wouldn't say offline. 

62. View the Internet as a book not a diary. Make sure you are comfortable with anyone seeing 
the information you post online. If you want the information to be private or restricted to a 
small, select group of people, the Internet is probably not the best forum. 

63. Do not respond to any rude or annoying messages or ones that make you feel scared, 
uncomfortable, or confused. Depending on the seriousness and number of incidents, you 
may want to show these messages to your parents, teacher, or report them to the proper 
authority. 



 

 

64. If you are being harassed or bullied online, tell a trusted adult immediately. Save an 
electronic copy and/or print a copy and report the incident(s) to a parent or school official. 

65. Cyber bullying can be considered a form of harassment in most states, is punishable by law 
as a misdemeanor, and in some cases a felony if it poses a reasonable threat to a one’s 
personal safety. 

66. The United States Data Protection Act also upholds the right to keep personal information 
and records private. Depending on how personal the information is, posting someone’s 
private and personal information on the Internet without permission can result in 
punishment by federal law. 

67. Some sites and services ask users to post a “profile” with their age, sex, hobbies, and 
interests. While these profiles help kids “connect” and share common interests, potential 
exploiters can and do use these profiles to search for victims. 

68. Beware of users who may pose as someone else — a different person or person of a 
different age — without others knowing. Such users have taken advantage of this to lure or 
exploit kids. 

69. You can’t “take back” the online text and images you’ve entered. Once online, “chat” as 
well as other web postings become public information. Many web sites are “cached” by 
search engines, making photos and text retrievable long after the site has been deleted. 

70. Students have been punished by their families and schools; denied entry into schools; and 
even not hired because of dangerous, demeaning, or harmful information found on their 
personal sites or blogs. 

 
CYBER COMMUNITY - POSTING PICTURES AND VIDEOS ONLINE: 
 
71. Only use webcams or post photos online with adult permission and/or supervision. When 

posting pictures or videos online, ask yourself if you would be embarrassed if your friends 
or family saw the pictures or videos you post online. If the answer is yes, then you need to 
stop. 

72. When using the webcam be aware of what is in the camera’s field of vision and remember 
to turn the camera off when it is not in use. Webcam sessions and photos can be easily 
captured, and users can continue to circulate those images online. In some cases people 
believed they were interacting with trusted friends but later found their images were 
distributed to others or posted on web sites. 

73. Do not post identity-revealing or sexually provocative photos. Never post photos of others 
— even your friends — without permission from your friends’ parents or guardians. Once 
such images are posted you relinquish control of them and can never get them back. Other 
people can use them for destructive purposes. 

74. Immediately tell a trusted adult if you come across inappropriate material.  
 
CYBER COMMUNITY - WIRELESS COMMUNICATION/TEXT MESSAGING: 
 
75. Never share your wireless number and personal or identifying information with anyone you 

don’t know very well and trust. 



 

 

76. Respect your friends’ privacy by never sharing their number or information. 

77. Never use your wireless device to take, send, or post pictures or video of your friends 
without permission from their parents or guardians. Taking or sharing embarrassing 
pictures of someone is a form of bullying and harassment. Once you post an image or 
video online you can’t get it back. 

78. Keep your passwords private. Never share them with anyone other than your parent or 
guardian. 

79. Never give photos of yourself to anyone you don’t know well. Never send obscene or 
sexually provocative pictures or messages. 

80. Never respond to threatening or frightening voice messages, text messages, or photos. 
Report the incident to your parent/guardian and service provider. 

81. Block unwanted calls and text messages. Never answer calls or read messages from 
people you don’t know well and trust. 

82. As cell phones and PDAs become more technologically advanced, attackers are finding 
new ways to target victims. By using text messaging or e-mail, an attacker can lure you to a 
site or convince you to install unwanted codes on your portable device. 

83. Because wireless networks do not require a wire between a computer and the Internet 
connection, it is possible for attackers who are within range to hijack or intercept an 
unprotected connection. Change the default passwords and restrict access in order to 
minimize risks to your wireless network. 

84. Keep in mind that text messages may be intercepted or used by others. Use appropriate 
language in your messages while being sure not to reveal personal or identifying 
information. 

 
CYBER SECURITY – GAMING: 
 
85. Be aware of sexual predators and/or cyber bullies in gaming sites.  Students need to talk 

with parents about what is acceptable.   
 



 

 

Internet Safety Vocabulary: 
 

blog/blogging: This term is derived from Web log and is an increasingly popular type of Web 
site. Most take the form of journal entries and allow readers to post comments. 
 
bookmark(s): This browser feature stores a Web address in memory and allows the user to 
link quickly to the site. 
 
chat rooms: These Web sites or online services facilitate electronic discussions by quickly 
posting the comments and responses of multiple users. 
 
circumventor sites: These parallel Web sites allow children to get around some filtering 
software and access sites that have been blocked. 
 
cyberbullies/cyberbullying: This refers to any online threats by one student toward another, 
typically through e-mails or on Web sites (e.g., blogs, social networking sites). 
 
cybercrime: This refers to any Internet-related illegal activity. 
 
cybersecurity (sometimes cyber security): This refers to any technique, software, etc., used 
to protect computers and prevent online crime. 
 
cyberstalking: This refers to a number of methods individuals use to track, lure, or harass 
another person online. 
 
electronic footprints: Computers maintain a record of all Web site visits and e-mail 
messages, leaving a trail of the user's activity in cyberspace. These data can still exist even 
after the browser history has been cleared and e-mail messages have been deleted. 
 
favorite(s): This is the name for bookmarks (see above) used by Microsoft’s Internet Explorer 
browser. 
 
file sharing: This software enables multiple users to access the same computer file 
simultaneously. File sharing sometimes is used illegally to download music or software. 
 
filter/filtering: This refers to different types of software that screen and block online content. 
 
gaming: This term describes Internet games, which can be played either individually or by 
multiple online users at the same time. 
 
griefers: These Internet users intentionally cause problems for other gamers. 
 
grooming: This refers to the techniques sexual predators use to get to know their victims in 
preparation for sexual abuse. 
 
history: This is a tracking feature of Internet browsers that shows all the recent Web sites 
visited. 



 

 

 
identity theft: In this crime, someone obtains the vital information (e.g., credit card, Social 
Security, bank account numbers) of another person, usually to steal money. Email scams, 
spyware, and viruses are among the most typical methods for stealing someone’s identity. 
 
instant message/messaging: Known by the acronym IM, this is a variation of chat rooms that 
allows users to communicate through text messages. 
malicious code: This refers to any computer code that is intentionally introduced into a 
system to damage or destroy files or disrupt the operation of a computer. 
 
monitoring: This refers generally to the technique of tracking where people have been on the 
Internet by looking at the history of the browser. It also refers to software used for the same 
purpose. 
 
netiquette: Network etiquette; the do’s and don’ts of online communication.   
 
P2P (see peer-to-peer computing) peer-to-peer (P2P) computing: This is a popular way for 
Internet users to share one another’s computer files—usually music, game, or software files. 
 
phishing: This scam involves sending a fraudulent e-mail soliciting credit card, Social 
Security, or other personal information from an unsuspecting user. 
 
social networking: This refers broadly to online communities where people share information 
about themselves, music files, photos, etc. There are many social networking Web sites (e.g., 
Facebook, Instagram, or Snapchat). 
 
spam: This refers to any unsolicited e-mail, or junk mail. Most spam is either a money scam or 
sexual in nature. Internet Service Providers, e-mail software, and other software can help block 
some, but not all, spam. 
 
spyware: This refers to a wide-variety of software installed on people’s computers without 
their knowledge. The programs typically will track computer use and create numerous pop-up 
ads. In some instances, the spyware can damage the computer and facilitate identity theft. 
 
viruses: These are software programs that typically arrive through e-mail attachments and 
multiply on the hard drive, quickly exhausting the computer’s memory. A trojan is a variation 
that allows unauthorized users access to the computer, from which they can send infected e-
mails or spam. 
 
wireless computers: Many networks now allow computers access to the Internet without 
being connected with wires. These networks are becoming increasingly more popular and 
powerful, allowing people to access the Internet using cell phones and other devices. 


